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(54) Digital network including early packet discard mechanism with adjustable threshold 



(57) A computer network includes a plurality of rout- 
ing nodes, each routing node being connected to select- 
ed ones of the other routing nodes and at least some of 
the routing nodes being connected to one of a plurality 
of packet sources or one of a plurality of packet desti- 
nations. Each routing node routes packets that are gen- 
erated by the packet sources to respective ones of the 
packet destinations, each packet including a plurality of 
serialiy-transmined cells. At least some of the routing 
nodes, in response to detection of a selected degree of 



congestion, enable an "early packet discard control ar- 
rangement," in which they discards cells which they re- 
ceive which are related to packets for which they did not 
receive a cell prior to enabling the early packet discard 
control arrangement. The routing nodes perk>dically ad- 
just the degree of congestion at which they will activate 
the early packet discard mechanism in relation to infor- 
mation corresponding to rates of reception and trans- 
misston of cells over a selected period of time prior 
thereto. 
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Description 

The invention relates generally to the field of digital 
communications systems and more particularly to digital 
networks for facilitating communication of digital data in. 
for example, digital image, audio and video distribution 
syslenns and among digital computer systems. 

BACKGROUND OF THE INVENTION 

Digital networks have been developed to facilitate 
the transfer of information, including data and programs, 
among digital computer systems and other digital devic- 
es. A variety of types of networks have been developed 
and implemented using diverse infomnation transfer 
methodologies. In some networks, such as the well- 
known Ethernet, a single wire is used to interconnect all 
of the devices connected to the network. While this sim- 
plifies wiring of the network in a facility and connection 
of the devices to the network, it results in generally stow 
infomiation transfer, since the wire can only carry infor- 
mation. In the form of messages, from a single device 
at a time. To alleviate this to some extent, in some Ether- 
net installatwns, the network is divided into a number of 
sub-networks, each having a separate wire, with inter- 
faces interconnecting the wires. In such installations, 
wires can carry messages for devices connected there- 
to simultaneously, which increases the number of mes- 
sages that can be transferred simultaneously. It is only 
when a device connected to one wire needs to send a 
message to a device connected to another wire that 
wires in two or more sub-networks will be used, making 
them unavailable for use by other devices connected 
thereto. 

To alleviate this, networks have been devek)ped in 
whk:h communications are handled through a mesh of 
routing nodes. The computer systems and other devices 
are connected to various ones of the routing nodes. 
Since the routing nodes themselves are interconnected 
in a variety of patterns, a number of paths may be avail- 
able between pairs of the devices, so that if one path is 
congested, another may be used. Such an arrangement 
nr^ay result in a network which is more complicated than 
an Ethernet network, but it can provkJe substantially 
higher information transfer rates, particularly if optical 
fiber is used as the media interconnecting the routing 
nodes and devices. A problem which may arise with 
such networks is that, in such networks, a routing node 
or a device, when it is receiving information from another 
routing node or device in the network, does not have a 
mechanism to provkJe "flow-control" information to the 
transmitting routing node or device. While this does re- 
duce the cost of a network, it may result in congestbn, 
in which a routing node may receive information at a rate 
faster than it can transmit it. 

This problem has been addressed in one type of 
network, namely, a network implemented in accordance 
with the ATM ("Asynchronous Transfer Mode") method- 



otogy. In such a network, a "packet' of data is transmit- 
ted from a source device to one or mote destination de- 
vices in a series of "cells." If a routing node detects con- 
gestion, such that it is receiving cells faster than it can 
5 transmit them, it can make use of several mechanisms. 
In one such mechanism, identified as "early packet dis- 
card," which may be used if a moderate amount of con- 
gestion is experienced, the routing node first refuses to 
accept cells related to any new packets, but it attempts 
to continue transferring cells associated with packets it 
has already begin transferring. This may alleviate the 
congestion downstream of the routing node, or at least 
provide that it does not increase. However, the conges- 
tion may continue increasing to a point where the node 
activates a second mechanism, identified as 'partial 
packet discard." In the partial packet discard mecha- 
nism, if the routing node, due to increased congestion, 
has to drop one cell for a packet that it has begun trans- 
ferring, it will continue dropping the cells from the same 
packet because all of the ceils for a packet are required 
to correctly reassemble the packet at the destination. If 
the partial packet discard mechanism is activated due 
to congestbn, partial packet discard should reduce it, 
but the packets which have been discarded must be re- 
transmitted by the source in any case, so the routing 
nodes's resources used to transfer the cells prior to ac- 
tivation ot the partial packet discard mechanism were 
wasted. 



The invention provides a new and improved digital 
network including an early packet discard mechanism 
with adjustable threshold, which enables the routing 
nodes to adjust the degree of congestion at which they 
will activate the early packet discard mechanism in re- 
lation to the cell traffic. 

In brief summary, in one aspect the invention pro- 
vides a computer network Including a plurality of routing 
nodes, each routing node being connected to selected 
ones of the other routing nodes and at least some ofthe 
routing nodes being connected to one of a plurality of 
packet sources and/or one of a plurality of packet des- 
tinations. Each routing node routes packets that are 
generated by the packet sources to respective ones of 
the packet destinations, each packet including a plural- 
ity of serially-transmitted cells. At least some of the rout- 
ing nodes, in response to detection of a selected degree 
of congestion, enable an "early packet discard control 
arrangement." in which they discards cells which they 
receive which are related to packets for which they did 
not receive a cell prior to enabling the early packet dis- 
card control arrangement. The routing nodes periodical- 
ly adjust the degree of congestion at which they will en- 
able the early packet discard control arrangement in re- 
lation to infornnation corresponding to rates of receptbn 
and transmission of cells over a selected perbd of time 
prior thereto. 
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In a further aspect, the invention provides a routing 
node for use in connection with a computer network The 
computer network includes a plurality of routing nodes 
for transferring packets, each packet including a plural- 
ity of serially-transmitted cells, generated by a plurality 
of packet sources to respective ones of a plurality of 
packet destinations. The routing node comprises a buff- 
er and a buffer control. The buffer receives and buffers 
cells to be transmitted to other routing nodes in the net- 
work or to a packet destination. The buffer control se- 
lectively enables the buffer to receive and buffer cells. 
The buffer control enables an early packet discard con- 
trol arrangement in whrch, when the buffer instantane- 
ously buffers a selected number of cells, it disables the 
buffer from buffering cells which are related to packets 
for which It did not begin receiving cells prior to enabling 
the early packet discard control arrangement mecha- 
nism. The buff ercontrol periodically adjusts the selected 
number in relatk>n to information corresponding to rates 
of reception and transmission of cells over a selected 
period of time prbr thereto. 

BRIEF DESCRIPTION OF THE DRAWINGS 

This invention is pointed out with particularity in the 
appended claims. The above and further advantages of 
this InventkDn may be better understood by referring to 
the following description taken in conjunction with the 
accompanying drawings, in which: 

FIG, 1 schennaticalty depicts a computer network in- 
cluding a routing node constructed in accordance 
with the invention; 

FIG. 2 schematically illustrates the structure of mes- 
sage packets and constituent message cells trans- 
ferred over the network depicted in FIG. 1 ; 

FIG. 3 schematically depicts a routing node, con- 
structed in accordance with the inventksn. which is 
used in the computer network depicted in FIG. 1 ; 

FlGs. 4 and 5 are a diagrams useful in understand- 
ing the operation of the routing node depicted in 
FIG. 3; and 

FIGs. 6A through 6D comprise a flow-chart illustrat- 
ing the operations of the routing node in accordance 
with the invention. 

DETAILED DESCRIPTION OF AN ILLUSTRATIVE 
EMBODIMENT 

FIG. 1 schematically depicts a computer network 10 
including a plurality of routing nodes 11(1) through 11 
(N) (generally identified by reference numeral 1in)) lor 
transferring signals representing data among a number 
of devices, which in FIG. 1 are represented by computer 



systems 1 2(1) through 12(fV1) {generally identified by ref- 
erence numeral 12(m)). The computer systems 12(m). 
as is conventional, process data, in accordance with 
their program instructions to generate processed data. 
5 in their processing, a computer system 12(ms) (sub- 
script "S" referencing "source") may as a source com- 
puter system, need to transfer data, processed data 
and/or program instructions (all of which will be referred 
to herein generally as 'information") to another, destina- 
10 tion, computer system 12(mo) (subscript "D" referenc- 
ing "destination"), which may need to use the trans- 
ferred information in its operations. Each computer sys- 
tem 1 2(m) is connected over a communication link, gen- 
erally identified by reference numeral 13(p), to a routing 
IS node 11 (n) to facilitate transmission of data thereto or 
the reception of data therefrom. The routing nodes 11 
(n) are interconnected by communication links, also 
generally identified by reference numeral 13(p) to facil- 
itate the transfer of data Iherearroig. The communica- 
te tion links 13(p) may utilize any convenient data trans- 
misswn medium: in one embodiment, the transmission 
medium of each communicatksn link 1 3(p) is selected to 
comprise one or nrwe fiber optic links. Each communi- 
cation link 1 3(p) is preferably bi-directional, allowing the 
25 routing nodes 11 (n) to transmit and receive signals 
among each other and with computer systems 12(m) 
connected thereto over the same link; in the embodi- 
ment in which the communicatran links 13{p) are fiber 
optk; links, two optical fibers will be provided lor each 
30 communrcation link li3(p), each of which facilitates uni- 
directional transfer of optical signals. 

In one embodiment, the network 10 transfers data 
using the well-known "ATM" ("Asynchronous Transfer 
Mode") transfer methodology. That methodology is de- 
35 scribed in detail in C. Partridge, Gigabit Networking 
(Reading MA: Addison Wesley Publishing Company 
1994). primarily in chapters 3 and 4, and 0. McDysan, 
et a!.. ATM Theory And Application (McGraw Hill. 1995) 
and will not be described in detail. Generally, with refer- 
ee ence to FIG. 2, in the ATM methodology, the computer 
systems 1 2(m) and the router nodes 1 1 (n) transmit data 
in the form of fixed-length "cells," in the ATM data trans- 
fer methodotogy, for a packet 20 to be transmitted from 
a source computer system 1 2(ms) to a destination com- 
45 puter system 12(mD), the source computer system 12 
(mg) allocates the data packet 20 to a plurality of "celts. 
• kientified CELL(1) through CELL(I) (generally identi- 
fied ■CELL(i)"), for transmission serially over the com- 
munication link 13(p) to initiate transfer thereof over the 
so network 10. Each cell includes a header portion HDR(i) 
and a data portion D ATA(i), with the header portfon HDR 
(i) including path kJentifier and "virtual circuit' informa- 
tion for controlling the transfer of the cell over the net- 
work 10. and the data portion DATA(i) containing data 
ss from the packet 20. The data portion DATA(i) of each 
cell is of fixed, predetermined length (in one embodi- 
ment forty-eight bytes) and so the source computer sys- 
tem 1 2(ms) will pad the data in the last data portton DA- 
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TA(i) if the amount of data in the packet 20 is not an 
integral nnultiple of the size of the data portion DATA(i) 
of each cell to ensure that the last data portion DATA(i) 
has the required length. 

As noted above, the source computer system 12 
(mg) transmits the series of cells CELL{1 ) through CELL 
(i} generated from a data packet 20 in order, and the 
network 1 0 is to deliver the cells to the destination com- 
puter system 1 2{rr\Q) in the order in which they are trans- 
mitted. The destination computer system l2(mo) must 
receive all of the cells transmitted by the source compu- 
ter system 1 2(ms) in order (o reconstruct the packet 20. 
In the aforementkjned ATM transfer methodokjgy, the 
cells do not contain ordering information; and so the 
destination computer system 12(mQ) determines the 
proper order to reconstitute the packet 20 from the order 
in which it receives the cells. The last cell CELL(i) in- 
cludes a set end of packet flag, designated EOP in FIG. 

2, to indk:ate that it is the last ceil for the packet. 

As further noted above, header portbn HDR(i) in- 
cludes path identifier and "virtual circuit* information, 
both of which control the transfer of the cell over the net- 
work 10. Each routing node 1 1 (n) uses the path identifier 
and virtual circuit information for a cell CELL(p) that it 
receives to over an input communicatbn link identify an 
output communication link over which it is to transmit 
the cell to the next routing node or the destination com- 
puter system 1 2(mQ). The virtual circuit information in 
the headers HDR(i) of the cells CELL(i) associated with 
a packet 20 will be the same, but it will differ for cells 
associated with different packets. Although a destina- 
tion computer system 1 2(nno) will be receiving cells gen- 
erated for a specific packet 20 in the order of the data 
in the packet, it may be contemporaneously receiving 
cells from the network 10 which originated at several 
source computer systems 1 2(ms), which cells may be 
received in an interleaved manner. The virtual circuit in- 
formation in each cell CELL(i) will enable the destination 
computer system l2(mD) to determine the packet 20 
with which the cell is associated. 

The routing nodes 11 (n) comprising network 10 all 
have generally the same structure, which will be de- 
scribed inconnectkxi with FIG. 3. With reference to FIG. 

3, each routing node 11 (n) includes an input interface 
30, a buffer 32, and an output interface 34, all under con- 
trol of a control element 35. To facilitate bi-directional 
communications, the input interface 30 and output inter- 
face 34 will be connected to all of the communication 
links 1 3(p) to which the routing node 11 (n) is connected 
to facilitate reception of signals from, and transmission 
of signals to, others of the routing nodes in the network 
10 or ones of the computer systems 12(m) to which the 
routing node 11(n) is connected. In the case of the 
atx)ve -described embodiment in which the communica- 
tion links 1 3(p) are in the form of optical fibers, the input 
interface 30 is connected to particular ones of the com- 
munication links, namely, input communication links 13 
(p)(i), over which the routing node 1 1 (n) receives the op- 



tical signals, and the output interface 34 is connected to 
others of the communication links, namely, output com- 
munication links 13(p](o), over which the routing node 
transmits the optical signals. It will be appreciated that 
5 each input communk:ation links 1 3(p)(i) will constitute 
an output communication link over which a computer 
system 1 2(m) or another routing node in the network 11 
transmits signals, and each output communication link 
1 3(p)(o) will constitute an input communication link over 
which a computer system 1 2(m) or anothar routing node 
in the network 11 receives signals. 

The input interface 30. under control of the control 
element 35, receives optk:al signals defining a cell CELL 
(n) from the input communication links and converts 
them to electrical form, which it supplies to buffer 32 for 
buffering. The buffer 32 may comprise a unitary buffer 
which receives and buffers cells CELL(i) in electrical 
form generated by the input interface 30 in response to 
the optical cells it receives from all of the input commu- 
nkiation links 13(p)(i). Alternatively, the buffer 32 way 
comprise a plurality of buffer sections allocated to the 
separate output communication links 13(p)(o), each of 
which will receive and buffer cells CELL(i) to bo trans- 
mitted over from one or a selected sub-set of the output 
communteation links 1 3{p)(o). The output interface 34 
will generally transmit cells CELL(i) to be transmitted 
over each output communicatk>n link 13(p)(o) in the or- 
der in which they are received and loaded into the buffer 
32. The output interface 34 receives the cells CELL(i) 
which are buffered in the buffer 32, converts the cells, 
which at this point are still in electrical signal form, to 
optical form and couples the optical signals over the out- 
put communication links 13(p)(o). For each cell CELL(i) 
transmitted by the output interface 34, the control ele- 
ment 35 nr^y update the header portion HDR{i) with a 
new path identifier and virtual circuit fclentifieras It is be- 
ing transmitted. 

As noted above, the control element 35 enables 
cells CELL(i) received from the input communk:ation 
links 13(p)(i) to be buffered in the buffer 32, If the input 
buffer fills faster than the cells CELL(i) can be drained 
from the buffer 32 and transmitted over the output com- 
munication links 1 3(p)(o), the buffer 32 may overflow, in 
which case the subsequently-received cells would not 
be buffered, but instead wouW be lost. The control ele- 
ment 35 makes use of two mechanisms in connectksn 
with the possibility of buffer overflow. In accordance with 
one mechanism, identified as "early packet discard.' the 
control element 35 establishes a buffer contents thresh- 
oW value, which, in accordance with the invention, it may 
adjust as described below. When the number of cells 
CELL(i) buffered in the buffer 32 is greater than the buff- 
er contents threshold value, the control element 35 will 
enable the buffer 32 to continue buffering of cells CELL 
(i) associated with packets that it has previously enabled 
to be buffered; however, i1 a first cell for a new packet is 
received while such a conditkxi exists, the control ele- 
ment 35 will not allow that cell CELL(O) and subsequent- 
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iy-received cells associated with the same packet to be 
buffered in the buffer 32. 

In accordance with the second mechanism, identi- 
fied as "partial packet discard," if the buffer 32 in fact 
overflows despite application of the early packet discard 5 
mechanism, the control element 35 will disable the buff- 
er 32 from buffering cells CELL(i) while it (the buffer) is 
full, and will allow those celts to be discarded. In addi- 
tion, even after the number of cells buffered in the buffer 
32 has been reduced so that it is no longer overflowing 
the control element 35 will continue discarding celts as- 
sociated with packets for which cells were discarded 
while the buffer 32 was in the overflow condition, using 
in particular the path and virtual circuit identifier infor- 
noation in the header portksns HDR(i) of the respective 
cells, until it detects a cell for which the HOP end of pack- 
et flag is set. Since, in the ATM transfer methodology, 
the cells CELL(i) are transmitted and received in cell or- 
der, when the routing node 1 1 (n) begins discarding cells 
associated with a packet, the transfer of subsequent 
cells associated with the packet would be a waste of 
routing node resources, since the destinatran would not 
be provided with all of the cells required to reconstruct 
the packet. The primary exception is the last cell, since 
the set EOP end of packet flag will notify the destination 
computer system 12{mD) which received the cell that it 
was the last cell it would receive related to the packet. 
Thereafter, the destination and source computer sys- 
tems 12(mQ) ard 12{m5), may nnake use of predeter- 
mine error recovery techniques, such as facilitating re- 
transmission of the discarded packet. 

By use of the early packet discard methodology, the 
control element will, to some extent, reduce the rate at 
whbh cells are buffered, increasing the likelihood that it 
will be able to transfer all of the cells CELL(i) associated 
with the packets that it has already started transferring. 

As described above, in activating the early packet 
discard methodology, and in accordance with the inven- 
tion, the control element 35 of a router node 1 1 (n) does 
not use a fixed buffer contents threshold value, but in- 
stead controls and adjusts the buffer contents threshold 
value in relation to packet and cell traffic through the 
router node 1 1 (n). The operations perfornr>ed by the con- 
trol element 35 in controlling and adjusting the buffer 
contents threshold value will be described in connection 
with FIGS. 4 and 5 and the flowchart in FIGS. 6A through 
6D. With reference initially to FIGs. 4 and 5. those FIGs. 
schematk;ally depict a representation of the buffer 32. 
As is conventk>nal, the buffer 32 comprises a plurality 
of storage locatons (not separately shown); in the em- 
bodiment depcted in FIG. 4, the buffer 32 is shown as 
comprising "B* storage locations extending from an out- 
put storage kxation "I" at an output end 40 depicted at 
the right end of the buffer 32 as shown in FIG, 4, to an 
input storage location "B" at an input end 41 deputed at 
the left end ol the buffer 32. Cells are coupled to the 
buffer 32 from the input interface 30 through over one 
or more input lines 42 connected to the input end 41. 



and are drained from the buffer 32 through the output 
end 40 and transferred to the output interface 34 over 
one or more output lines 43. In the representation de- 
puted in FIG. 4, as a cell is toaded into the buffer 32 
through the input end 41. it is packed on top of previ- 
ously-loaded undrained cells, and as each cell is 
drained from the buffer, the undrained cells in the buffer 
will shift toward the output end 40, so that so that und- 
rained ceils will be packed toward the output end 40. 

Also shown in FIG. 4 are three paragneters, identi- 
fied as values "E," X" and "P" which are useful in con- 
nection with understanding of the early packet discard 
mechanism in accordance with the invention. The pa- 
rameter "E" depicted in FIG. 4 corresponds to the 
above-described buffer contents threshold value, and a 
dashed line 44 is shown at a position in the buffer 32 
representing "E' storage kxatkxis from the output end 
40 of FIG. 4. Accordingly, when the buffer 32 contains 
a sufficient number of cells that a cell is occupying the 
E-th storage kxatbn, at dashed line 44, the control el- 
ement 35 activates the early packet discard methodol- 
ogy. The parameter "X" klentifies the number of storage 
kxations in the remaining portion of the buffer beyond 
the "E-th" storage locatkjn, and in any case has a value 
corresponding to •B-E.' It will be appreciated that the 
value of 'X' kJentifies the number of storage locatbns 
that the buffer 32 may use in buffering cells input thereto 
following activation of the early packet discard method- 
ology, before the buffer 32 will be full and it will begin 
activating the partial packet discard methodology. The 
value 'P* identifies number of storage locations extend- 
ing from a second dashed line 45 shown in FIG. 4 to the 
last storage kx;ation in the buffer. The second dashed 
line 45 represents the last storage locatbn in the buffer 
32 which contains a cell with a set EOP end of packet 
flag, indicating that that is the last cell associated with a 
packet. 

The control element 35 may use the values of pa- 
rameters "E" (that Is, the current value of the buffer con- 
tents threshokJ value). "X" and "P" (whrch it can deter- 
mine using message traffic statistics it can gather as de- 
scribed betow) along with the value of "B" (which corre- 
sponds the number of storage locations in the buffer 32), 
to adjust the value of the bufler contents threshold value, 
in particular to increase it as shown in FIG. 4 so as to 
enlarge the portion of the buffer 32 that will be fllled be- 
fore it (the control element 35) activates the early packet 
discard methodology. As noted above, the portion of the 
buffer 32 between the threshold line 44 and the last 'B- 
th" storage kxation of the buffer 32 is provided to reduce 
the likelihood of the control element 35 proceeding to 
the partial packet discard methodology after it has acti- 
vated the early packet discard methodology. According- 
ly. 

(i) if the number of cells buffered in buffer 32 is 
greater than the buffer contents threshokJ value, 
such that the control element 35 has activated the 
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early packet discard methodology, and 
(ii) if, for packets whose cells the buffer 32 is still 
buffering under the early packet discard methodol- 
ogy (because the cells were associated with pack- 
ets that were being buffered when the control ele- 
ment activated the early packet discard methodol- 
ogy), all of the cells with set EOP end of packet flags 
are located in the region of the buffer 32 beyond the 
storage location corresponding to the buffer con- 
tents threshold value represented by line 44, and 
below the storage locatbn represented by dashed 
line 45 (that is. the value of "X-P" in FIG. 4 is posi- 
tive), 

the buffer contents threshold value "E" can be en- 
larged so that the region designated "X-P" in FIG. 
4 is located at the upper end of the buffer 32. This 
will provide that the buffer 32 has sufficient excess 
space, beyond the threshoW at which point the early 
packet discard methodology is activated, to be able 
to buffer at feast to the last cells associated with the 
packets that it had been buffering when the early 
packet discard methodok>gy is activated. 

FIG. 5 also shows the buffer 32 as described above, 
also shows parameter "E,* which has the same refer- 
ences as in FIG. 4, and also shows a fourth parameter, 
namely, parameter "D." which is also useful connection 
with understanding of the early packet discard mecha- 
nism in accordance with the invention, in particular a cir- 
cumstance In whrch the buffer contents threshold value 
can be reduced. In particular, the value of parameter "D" 
corresponds to the largest number of storage bcations 
which contains a cell over a selected time period, which 
is represented by the dashed line 46 in FIG. 5. If the 
value of parameter "D" is less than the current value of 
the parameter E (the buffer contents threshold value), 
the buffer contents threshold value can be reduced to 
correspond to the value of parameter "D," preferably as 
increased by a small margin "5" which may serve to re- 
flect possible inaccuracies in measuring or predicting 
the value parameter "D. " If the value of the buffer con- 
tents threshokj value is reduced as described above in 
connection with FIG. 5, the number of storage locations 
represented by parameter "X," kx:ated beyond the stor- 
age k)catk)n corresponding to the buffer contents 
threshoki value, will be increased. 

The control element 35 nnay increase the value of 
the buffer contents threshold value, as described above 
in connection with FIG. 4, and decrease the value of the 
buffer contents threshold value, as described above in 
connection with FIG. 5, in relation to buffered cell traffic 
information which it generates as described below. It will 
be appreciated that increasing the value of the buffer 
contents threshold value will increase the number of 
cells that the buffer 32 will buffer before the control ele- 
ment 35 will activate the early packet discard method- 
ok^gy, and it will also reduce the amount of buffering 
available for avoiding partial packet discard if cell traffic 



increases. On the other hand, reducing the value ol the 
buffer contents threshold value will decrease the 
number of cells that the buffer 32 will buffer before the 
control element will activate the early packet discard 
5 methodology. This may increase the likelSiood that the 
control element 35 will activate the early packet meth- 
odology relatively early, thereby increasing the likeli- 
hood that packets will be discarded, but it will increase 
the amount of buffering, in the portran of the buffer 32 
70 beyond the storage location identified by the buffer con- 
tents threshold yalue, which is available for cells of pack- 
ets that the router node 1 1 (n) has already partially trans- 
ferred, thereby reducing the likelihood that the buffer 32 
will overflow and the control element will have to activate 
IS the partial packet discard methodology. The control el- 
ement 35 may periodically determine an amount to in- 
crease or decrease the buffer contents threshokJ value, 
using the methodologies described above in connectcn 
with FIGs. 4 and 5, based on the determined buffered 
cell traffic information. 

The control element 35 in one embodiment gathers 
buffered cell traffic informatk>n as follows. In additbn to 
controlling the buffering of the cells CELL(i) by the buffer 
32, the control element 35 at perkxdic lime intervals t" 
determines values for parameter D(t) (related to param- 
eter D described above in connectbn with FIG. 5), the 
identification of the storage location which contains the 
last cell CELL(i) buffered in the buffer 32, and parameter 
P(t) (related to parameter P described above in connec- 
tion with FIG. 4), the position of the storage location In 
the buffer 32 which contains the last cell CELL(i) whose 
EOP end of packet flag is set. In addition, the control 
element 35 determines values for a parameter PPD(t), 
which corresponds to the number of packets which the 
control element 35 enables to be discarded in response 
to the partial packet discard methodology. 

In response to the gathered buffered cell traffic in- 
formation, the control element 35 determines whether 
the value of the buffer contents threshold value is to be 
adjusted. Initially, the control element 35 determines 
whether the value of the buffer contents threshold value 
is to be adjusted in response to a selected relationship 
between the value of parameter PPD(t) (that is, the 
number of packets discarded in response to the partial 
packet discard methodology) and the value of the pa- 
rameter P(t). in particular in one embodiment determin- 
ing whether the value of parameter PPD(t), is above a 
selected percentage of parameter P(t). If so, the control 
element 35 reduces the value of the buffer contents 
threshold value by a selected amount, which in that 
same embodiment is selected also in connection with 
the relationship between the values of parameter PPD 
(t) and of parameter P(t). 

If the control element 35 determines that the value 
of the parameter PPD(t) is below the selected level, 
such that the buffer contents threshold value will not be 
adjusted in response to a relation between the param- 
eters PPD(t) and P{t). it determines whether the buffer 
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contents threshold value is to be adjusted in response 
to a relationship among the values of paranneters D(t), 
P(t) and the size oflhe buffer, B. Initially, the control el- 
ement 35 determines values of these parameters over 
a period of "K* prior time intervals and generates statis- 
tics P^^(t) as the average value of parameter P(t) and P^y 
(t), as the variance ofthe value of parameter P(t), 0^(1) 
as the average value of parameter D(t). The control el- 
ement 35 examines the value of statistic P(,(t), the var- 
iance of parameter P(t). to determine whether the values 
of parameters P{t) and D(t) and the statistics P^(l) and 
D,^(t) are "reliable' to facilitate adjustment of the buffer 
contents threshold value. If the value of the variance sta- 
tistic P^{\) is relatively small, the values of parameter P 
(!) determined over the "K" time intervals are all relative- 
ly close to the value of its average, statistic PM(t), which 
IrKjicates that the values of parameters P(t) and D(t) and 
the statistics Pf^{\) and 0^(1) are sufficiently "reliable" 
that they may be used to adjust the buffer contents 
threshold value. On the other hand, if the value of the 
variance statistic PJ,X) is relatively large, the values of 
parameter P(t) determined over the "K" lime intervals 
are alt widely distributed, which Indicates that the values 
of the parameters and statistics are relatively unreliable, 
and that they should not be used to adjust the buffer 
contents threshold value. 

It the control element 35 detemnines that the vari- 
ance statistic P^, (t) indicates that the values of param- 
eters P(t) and D(t) and the statistics P,^(t) and D^O) are 
sufficiently "reliable" that they may be used to adjust the 
buffer contents threshold value, it generates the adjust- 
ed value generally as described above in connection 
with FlGs. 4 and 5. In particular, the control element 35 
first determines whether it is to increase the buffer con- 
tents threshold value. In nnaklng that determination, the 
control element 35 determines a value for B-{X-(PM(t) 
+PoW)]' ^ 's larger than the current value for "E." 
the buffer contents threshold value, it will be used to up- 
date the current value tor the buffer contents threshold 
value. It will be appreciated that the value '(X-CP^Ctj+Po 
(t))]" is analogous to the value "X-P" described above in 
connection with FIG. 4. but the sum of the average sta- 
tistic 'P^ity and the variance "P^^t)," to provide a margin 
lor error, has been substituted for the addend "P* 

If the control element 35 determines that the buffer 
content threshold value is not to be increased, it will de- 
termine whether it is to be decreased. In that operation, 
it generates a value for 



be appreciated that the value 



PoQ) 



and if it is less than the current value lor the buffer con- 
tents threshold value, it will be used to update the cur- 
rent value for the buffer contents threshold value. It will 



corresponds to the margin '6' described above in con- 

10 nection with FIG. 5. • 

The control element will periodically perform these 
operations to maintain the buffer contents threshold val- 
ue at a level determined in response to the buffered cell 
traffic Infornnation gathered over a window defined by a 

15 selected number "k" of prior time intervals. The control 
element 35 noay adjust the buffer contents threshold val- 
ue at the end of each time interval, using the statistics 
gathered over overlapping windows each defined by the 
previous 'k" time intervals, or it may adjust the buffer 

20 content value at the end of each non-overlapping win- 
dow defined by "k' time intervals. It will be appreciated 
that the value of "k" will determine a sensitivity level for 
the adjustment, with larger values of "k" reducing the 
sensitivity of the adjustment to recent cell traffic statis- 
ts tics, and smaller values of "k* increasing the sensitivity 
of the adjustment to recent cell traffic statistics. In addi- 
tion, if the control element 35 uses the non-overlapping 
methodology, it will be appreciated that larger values of 
"k" will increase the time between updates, and smaller 

30 values of "k" will decrease the time between updates. In 
one embodiment, the value of "k" is selected to corre- 
spond to twice the maximum round trip time for a cells 
to be transferred between computer systems 1 2(m) over 
the network 10, divided by the line rate, so that the up- 

3S dates to the buffer contents threshold value will also re- 
flect changes in cell traffic caused by flow control ar- 
rangements which may be activated by the computer 
systems 1 2(m). 

With this background, the operations performed by 

40 the control element 35 in controlling the buffer 32 will be 
descrtoed in connection with the flow chart depicted in 
FlGs. 6A through 60. In the operations depicted in FIGs. 
6A through 60. it is assunr^d that the control element 
35 utilizes the non-overlapping wridows methodology 

45 as described above for collecting buffered cell traffic in- 
formation, modifications to utilize the overlapping win- 
dows methodology wilt be readily apparent to those 
skilled in the art. With reference to FIG. 6A, the control 
element 35 first establishes an initial buffer contents 

so threshold value (step 1 00). which may be selected to be 
a predetermined fraction of "8," the number of storage 
locations in the buffer 32, or it may be selected in re- 
sponse to prbr experience with other similar networks 
or, if the control element 35 is part of a routing node 11 

ss (n) which is being added to the network 10. with other 
routing nodes in the same network 10. 

After establishing an initial buffer contents threshold 
value, the control element 35 establishes an inten/al 
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counter and loads it with the selected value for "k" (step 
101). The control element 35 will use the inten^al counter 
to determine when it has collected buffered cell traffic 
information for the entire window, after which it can de- 
termine whether and to what extent it is to adjust the 
value of the buffer contents threshold value. In additbn. 
the control element establishes and initializes a partial 
packet discard counter (step 102). The control element 
35 then enables the buffer 32 to operate as described 
above in connection with FIG. 3 (step 103). During op- 
erations in connection with step 103. the control element 
35 increments the partial packet discard counter when- 
ever it enables a packet to be discarded in connection 
with the partial packet discard methodology. 

In addition, during its operations in connection with 
step 103, the control element 35 periodk:ally determines 
whether the predetermined time inten^al has ended 
(step 104), and if so it determines values for P(t) and D 
(t) as the buffered cell traffic information and saves them 
as well as the value for the partial packet discard counter 
(step 105). Following step 105. the control element will 
decrement the interval counter (step 105) and deter* 
mine whether the interval counter has counted out (step 
107), At this point, it will be assumed that the Interval 
counter has not counted out, in which case the control 
element 35 will not have collected buffered ceil traffic 
information for the entire window, in which case the con- 
trol element will return to step 102. 

The control element 35 will perform steps 102 
through 107 through a plurality of iterations, in each il- 
eratfon determining and saving values for P(t) and D(t) 
and the partial packet discard counter as the buffered 
cell traffic information and decrementing the Inten/al 
counter, until it determines in step 107 that the interval 
counter has counted out. When that occurs, the control 
element sequences to a series of steps 110 through 118 
to determine whether the buffer contents threshold val- 
ue is to be updated, and, if so, to update it. Initially, the 
c(witrol element 35 will, In response to the saved buff- 
ered cell traffic information P(t) and D(t). generate the 
average values P,^(t) and 0^(1) and the variance P^{t) 
(step 110). The control element will then determine 
whether the sum of the saved values for the partial pack- 
et discard counter is greater than a selected fraction of 
the value of P^(l] (step 111), and if so decrement the 
buffer contents threshold value (step 112) and return to 
step 101 to resume operations at the beginning of an- 
other window. 

On the other hand, if the control element 35 deter- 
mines In step 111 that the sum of the saved values for 
the partial packet discard counter is not greater than the 
selected fraction of the value of P^W, it will sequence 
to step 113 to detennine whether the value of the vari- 
ance P (t) is large enough to indicate that the average 
values Pf^{X) and Of^{\) are reliable. If so, it proceeds to 
a sequence comprising steps 11 4 through 1 1 6 to dete r- 
mine whether the buffer contents threshold value is to 
be increased. Initially, the control element 35 generates 



a value for 8-[X-PM{t)+P^^t)l (step 114) and determines 
whether that value is larger than the current value for 
the buffer contents threshold value (step 1 1 5). If the con- 
trol element makes a positive determination in step 115. 

s it sequences to step 116 to update the buffer contents 
threshold value to the value determined in step 114 and 
returns to step 101 to resume operations at the begin- 
ning of another window. 

Finally, it the control element 35 determines in step 

10 115 that the value determined in step 11 4V/as not larger 
than the current value for the buffer contents threshold 
value, such that the buffer contents threshold value will 
not be Increased, it will step to a sequence comprising 
steps 117 through 119 to determine whether the buffer 

15 contents threshold value is to be decreased. In those 
operations, the control element generates a value tor 




(step 117) and determines whether that value is smaller 
than the current value for the buffer contents threshold 
value (step 1 1 8). If the control element makes a positive 
determinatk>n in step 118. it sequences to step 119 to 
update the buffer contents threshold value to the value 
determined in step 118. Following either step 119, or 
step 118 if the control element 35 determines there that 
the value generated in step 1 1 7 is larger than the cun-ent 
value forthe buffer contents threshold value, it willreturn 
to step 1 01 to resume operations at the beginning of an- 
other window. 

It will be appreciated that numerous modifications 
may be made to the router node 11(n) and the control 
element 35. For example, the control element 35 may 
make use of a variety of types of buffered cell traffic in- 
formation and methodologiies, statistical and otherwise, 
instead of or in addition to the types of information de- 
scribed above. In addition, although the control element 
35 has been described as adjusting the buffer contents 
threshold value using statistical measures such as av- 
erage and variance in for cell traffic, other statistical 
methods and measures may find utility. In additk>n, al- 
though the control element has been described as ac- 
tually generating the statistical measures used to adjust 
the buffer contents threshold value while the node 11 (n) 
is in operatk)n. It will be appreciated the control element 
35 may be obtain the buffer contents threshold value 
from look-up tables or the like, which may be generated 
using the statistical methodologies described above and 
which identify buffer contents threshoW values as a 
function of cell traffic. 

In addition, it will be appreciated that the partial 
packet discard methodology and early packet discard 
methodology with adjustable buffer contents threshold 
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value may be useful in a variety of types ol networks in 
ackiition to networks such as network 10 which imple- 
ment the ATM (asynchronous transfernrx>de) data trans- 
fer methodology. 

Although the network 10 in FIG. 1 is shown as being 5 
connected to computer systems 1 2(m) to facilitate trans- 
fer of informatbn thereamong, it will be appreciated that 
the network 10 may be connected to diverse types of 
devices for transferring a variety of types of information, 
including, but not limited, to devices for generating and ?o 
receiving video information, digital imaging information, 
voice information and the like. 

It will also be appreciated by those skilled in the art 
that the control element 35 may be implemented using 
digital hardware, a suitably programmed digital compu- ^5 
ter (such as a miaoprocessor) or a combination of dig- 
ital hardware and a suitably programmed digital compu- 
ter. 

The foregoing description has been limited to a spe- 
cific embodiment of this inventk>n. It will be apparent, 20 
however, that various variations and modifrcations may 
be made to the invention, with the attainment of some 
Of all ofthe advantages ofthe invention. It is the object 
of the appended claims to cover these and such other 
variations and modifications as come within the true 2S 3. 
spirit and scope of the invention. 



Claims 

30 

1 . A computer network including a plurality of routing 4. 
nodes, each routing node being connected to se- 
lected ones of the other routing nodes and at least 

some of the routing nodes being connected to one 
of a plurality of packet sources or one of a plurality 35 
of packet destinations, each routing node routing 
packets generated by the packet sources to respec- 
tive ones of the packet destinations, each packet 5. 
including a plurality of serially-transmitted cells, at 
least some of said routing nodes, in response to de- 
tection of a selected degree of congestion, enabling 
an early packet discard control arrangement in 
which they discard cells which they receive which 
are related to packets for which they dkl not receive 
a cell prbr to activatbn of the early packet discard 
mechanism, at least some of said routing nodes pe- 
riodically adjusting the degree of congestion at 
which they will activate the early packet discard 
mechanism in relation to Inforo^ation corresponding 
to rates of reception and transmission of cells over 50 
a selected period of time prior thereto. 

2. A routing node for use in connection with a compu- 
ter network including a plurality of routing nodes, the 
routing node being connected to selected ones of 55 
the other routing nodes, and at least some of the 
routing nodes being connected to one of a plurality 

of sources or one of a plurality of destinations, each 



routing node routing packets generated by the 
sources to respective ones of the destinations, each 
packet including a plurality of serially-transmitted 
cells, said routing node comprising: 

a buffer for receiving and buffering cells to be 
transmitted to other routing nodes in the net- 
work or to a packet destination; and 
a buffer control for selectively enabling the buff- 
er to receive and buffer cells, the buffer control 
enabling an early packet discard control ar- 
rangement in which, in response to the buffer 
contemporaneously buffering a selected 
threshold number of files, it disables the buffer 
from receiving and buffering received cells 
whbh are related to packets for whbh it db not 
begin receiving cells prior to enabling the early 
packet discard control arrangement mecha- 
nism, the buffer control perkxlically adjusting 
the threshold number in relatbn to information 
corresponding to a rate at which said buffer is 
offering cells over a selected perkxi of time prior 
thereto. 

A routing node as defined in claim 2 in which the 
buffer control periodically adjusts the threshold 
number in relatbn to a buffered cell value as a se- 
lected functbn of the number of cells buffered by 
sakf buffer over said selected period of time. 

A routing node as defined in claim 3 in whbh said 
selected function is an averaging function, in which 
the buffer control periodically adjusts the threshold 
number In relation to an average buffered cell value 
as an average of the number of cells buffered by 
said buffer over said selected period of time. 

A routing node as defined in claim 4 in which said 
buffer control comprises: 

a threshold store for storing a threshold value; 
an occupancy statistics generator for generat- 
ing the average buffered cell value correspond- 
ing to the average number of cells buffered by 
said buffer over said selected period of time; 
a comparator for comparing the threshold value 
stored by said threshold store to said average 
buffered cell value; and 
a control nnodule for periodically enabling the 
occupancy statistbs generator to generate said 
average buffered cell value and said compara- 
tor to compare the threshold value stored by 
sab threshold store to said average buffered 
cell value, the control module enabling said av- 
erage buffered cell value to be stored in said 
threshold store if the comparator determines 
that the average buffered cell value is less than 
the threshold value stored by said threshold 
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store. 

6. A routing node as defined in claim 5 in wtiich said 
butter control further includes a statistics reliability 
assessment module for generating a statistics reli- 
ability assessment value, the control module using 
the statistics reliability assessment value in deter- 
mining whether to enable said average buffered cell 
value to be stored in said threshold store. 

7. A routing node as defined in claim 6 in which at least 
some cells received by said routing node include an 
end-of-packet indicator which Indicate that each re- 
spective cell is an end of a packet, and in which said 
buffer comprises a series of storage locations each 
for storing one of said cells, the buffer control further 
periodically adjusting the threshold number in rela- 
tion to a second selected function of the last of said 
storage kx;ations in which a cell is stored which has 
an end-of-packet indicator, said statistics reliability 
assessment module generating the statistics relia- 
bility assessment value as a functk}n of a variance 
value corresponding to the variance of the last of 
the storage locations in which said cell Is stored 
which has an end-of-packet indicator. 

8. A routing node as defined in claim 4 in which at least 
some cells received by said routing node include an 
end-of-packet indicator which indicate that each re- 
spective cell Is an end of a packet, and in which said 
buffer comprises a series of storage kxattons each 
for storing one of said cells, the buffer control further 
periodically adjusting the threshold number in rela- 
tbn to a second selected function of the last of said 
storage tocations in which a said cell is stored which 
has an end-of-packet indk:ator. 

9. A routing node as defined in claim 8 In which said 
second selected f unctton is a variance f uncikxi. 

10. A routing node as defined in claim 8 in which the 
buffer control comprises: 

a threshold store for storing a threshold value; 
an occupancy statistk:s generator irx:luding: 
an average buffered cell Gtati&tk;8 generator for 
generating the average buffered cell value cor- 
responding to the average number of cells buff- 
ered by said buffer over said selected period of 
time; 

a variance generator for generating a variance 
value corresponding to the variance of the last 
of the storage locatbns in which a said cell is 
stored which has an end-of-packet indicator; 
and a composite statistics generator for gener- 
ating a composite statistics value as a selected 
functkxi of the average buffered cell value and 
the variance value; 



a comparator for comparing the threshold value 
stored by said threshold store to said composite 
statistics value; and 

a control module for periodically enabling the 
5 statistics generator to generate said composite 

statistics value and said comparator to com- 
pare the threshold value stored by sakj thresh- 
old store to said composite statistics value, the 
control module enabling said composite statis- 
10 tics value to be stored in said thseshold store if 

the comparator determines that the composite 
statistics value is less than the threshold value 
stored by said threshold store. 

IS 11. A routing node as defined in claim 10 in which said 
control module further uses the variance value in 
determining whether to enable said composite sta- 
tistics value to be stored in said threshold store. 

20 1 2. A routing node as defined in claim 10 in which said 
composite statistics generator generates said com- 
posite statistics value as a sum of sakj average buff- 
ered cell value and an inverse of said variance val- 
ue. 

25 

1 3. A routing node as defined in claim 2 in which at least 
some cells received by said routing node include an 
end-of-packet indicator which indrcate that each re- 
spective cell is an end of a packet, and in which said 

30 buffer comprises a series of storage locations each 
for storing one of said cells, the buffer control peri- 
odrcally adjusting the threshold number in relation 
to the average of the last of the storage locations 
storing a cell including an end-of-packet indicator 
35 over said selected period of time. 

14. A routing node as defined in claim 13 in which said 
buffer control comprises: 

40 a threshoW store for storing a threshold value; 

an occupancy statistics generator for generat- 
ing an occupancy statistic value as a selected 
function of the last of the storage kxations stor- 
ing a cell including an end-of-packet indk:ator 
45 over said selected period of time; 

a comparator for comparing the threshold value 
stored by said threshokJ store to said occupan- 
cy statistic value; and 

a control module for periodically enabling the 
so occupancy statistk:s generator to generate said 

occupancy statistic value and said comparator 
to compare the threshold value stored by said 
threshold store to sakJ occupancy statistic val- 
ue, the control module enabling said occupan- 
55 cy statistic value to be stored in said threshold 

store if the comparator determines that the av- 
erage buffered cell value is greater than the 
threshold value stored by said threshold store. 
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1 5. A routing node as defined In claim 1 4 in which said 
buffer comprises a predetermined number of stor- 
age locations, and said selected function corre- 
sponds to a difference function between (i) said pre- 
determined number and (ii) a difference function be- 
tween (a) the predetermined number and the 
threshold value and (b) the last of the storage loca- 
tions storing a cell including an end-of-packet indi- 
cator over said selected period of time. 

16. A routing node as defined in claim 14 in which said 
occupancy statistics generator includes: 

an occupancy value generator for generating 
an occupancy value as said selected function 
of the last of the storage locations storing a cell 
including an end-of-packet indicator over said 
selected period of time; 
a variance generator for generating a variance 
value corresponding to the variance of the last 
of the storage locations in which a said cell is 
stored which has an end-of-packet Indicator; 
and 

an occupancy statistics value generator for 
generating said occupancy statistics value as 
a sum of said occupancy value and said vari- 
ance value. 

17. A routing node as defined in claim 14 in which said 
control module further uses the variance value in 
determining whether to enable said composite sta- 
tistics value to be stored in said threshold store. 

18. A routing node as defined In claim 2 In which said 
buffer control further enables a partial packet dis- 
card arrangement In which, in response to the buffer 
contemporaneously buffering a second selected 
threshokj number of cells, it disables the buffer from 
receiving and buffering received cells, the buffer 
control enabling said early packet discard control 
arrangement if the partial packet discard arrange- 
ment discards a selected number of cells. 

19. A routing node as defined in claim 18 in which sa\6 
buffer control enables said early packet discard 
control arrangement If the partial packet discard ar- 
rangement discards a selected number of cells over 
a predetermined partial packet discard time period. 

20. A routing node as defined In claim 18 in which said 
buffer control enables said early packet discard 
control arrangement if the partial packet discard ar- 
rangement discards cells associated with a select- 
ed number of packets. 

21. A routing node as defined in claim 20 in which said 
buffer control enables said eariy packet discard 
control arrangement If the partial packet discard ar- 



rangement discards cells associated with a select- 
ed number of packets over said predetermined par- 
tial packet discard period. 

s 22. A method of operating a routing node, the routing 
node being for use in connection with a computer 
network Including a plurality of routing nodes, the 
routing rKxde being connected to selected ones of 
the other routing nodes, and at least some of the 

10 routing nodes being connected to on^ of a plurality 
of sources or one of a plurality of destinatbns, each 
routing node routing cells generated by the sources 
to respective ones of the destinations, the method 
Including the steps of: 

IS 

receiving and buffering cells to be transmitted 
to other routing nodes In the network or to a 
packet destination In a buffer: and 
selectively enabling the buffer to receive and 

20 buffer cells, in the process enabling an early 

packet discard control arrangement In which. In 
response to the buffer contemporaneously 
buffering a selected threshokJ number of cells, 
it disables the buffer from receiving and buffer- 

25 ing received cells which are related to packets 

for which it did not begin receiving cells prior to 
enabling the eariy packet discard control ar- 
rangement nnechanism, the threshold number 
being periodically adjusted in relation to infor- 

30 mation corresponding to a rate at which said 

buffer Is buffering cells over a selected period 
of time prior thereto. 

23. A method as defined in claim 22 in which the thresh- 
es oW number is periodically adjusted in relation to a 
buffered cell value as a selected function of the 
number of cells buffered by said buffer over said se- 
lected period of time. 

<o 24. A method as defined In claim 23 in which said se- 
lected function is an averaging function. In which the 
threshold number is periodically adjusted in relatfon 
to an average buffered cell value as an average of 
the number of cells buffered by said buffer over said 

<s selected period o1 time. 

25. A method as defined in claim 24 in which said peri- 
odic adjustment step Includes the steps of: 

so storing a threshold value; 

generating the average buffered cell value cor- 
responding to the average number of cells buff- 
ered by said buffer over said selected period of 
time; 

55 comparing the threshold value stored by said 

threshold store to said average buffered cell 
value; and 

enabling said average buffered cell value to be 
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stored in said threshold store it the average 
buffered cell value is less than the threshold 
value stored by said threshold store. 

26. A method as defined in claim 25 in which the peri- 
odic adjustment step turther includes the steps of 
generating a statistics reliability assessment value, 
and using the statistics reliability assessment value 
in determining whether to enable said average buff- 
ered cell value to be stored in said threshold store. 

27. A method as defined in claim 26 in which at least 
some cells received by said routing node include an 
endof-packet indicator which indicate that each re- 
spective cell is an end of a packet, and in which sakJ 
buffer comprises a series of storage locatk>ns each 
for storing one of said cells, the buffer control further 
periodically adjusting the threshokj number in rela- 
tion to a second selected function of the last of saki 
storage k)cations in which a cell is stored which has 
an end-of-packet indicator, the statistkjs reliability 
assessment value being generated as a function of 
a variance value corresponding to the variance of 
the last of the storage locations in which a said cell 
Is stored which has an end-of-packet indicator. 

28. A method as defined in claim 24 in which at least 
some cells received by said routing node include an 
end-of-packet indicator which indicate that each re- 
spective cell is an end of a packet, and in which said 
buffer comprises a series of storage local k>ns each 
for storing one of said cells, the threshold number 
being adjusted in relation to a second selected func- 
tion of the last of said storage kxations in which a 
said cell is stored which has an end-of-packet indi- 
cator 

29. A method as defined in claim 28 in whk:h sakJ sec- 
ond selected function is a variance function. 

30. A method as defined in claim 28 in whrch said peri- 
odic adjustment step includes the steps of: 

storing a threshold value in a threshold store; 
an occupancy statistics generation step includ- 
ing the steps of: 

generating the average buffered cell value 
corresponding to the average number of 
cells buffered by said buffer over said se- 
lected perkxj of time; 

generating a variance value corresponding 
to the variance of the last of the storage lo- 
catk?ns in which a said cell is stored which 
has an end-of-packet indicator; and 
generating a composite statistics value as 
a selected f unctkxi of the average buffered 
cell value and the variance value; 



comparing the threshold value to said com- 
posite statistics value; and 
periodically enabling said composite statis- 
tics value to be stored in said threshold 
5 store if the comparison step determines 

that the composite statistics value is less 
than the threshold value stored by said 
threshold store. 

10 31. A method as defined in claim 30 in v4]\ch said var- 
iance value is used in determining whether to store 
the composite statistics value in said threshold 
store. 

IS 32. A method as defined in claim 30 in which said com- 
posite statistics value is generated as a sum of said 
average buffered cell value and an inverse of said 
variance value. 

20 33. A method as defined in claim 22 in which at least 
some cells received by said routing node include an 
end-of-packet indicator which indrcate that each re- 
spective cell is an end of a packet, and in which said 
buffer comprises a series of storage locations each 

2S for storing one of said cells, the threshod number 
being adjusted in relation to the average of the last 
of the storage locations storing a cell including an 
end-of-packet indicator over said selected period of 
time. 

30 

34. A method defined in claim 33 in which said periodic 
adjustment step includes the steps of: 

storing a threshold value in a threshold store; 
35 generating an occupancy statistic value as a 

selected function of the last of the storage lo- 
cations storing a cell including an end-of-pack- 
et indicator over said selected period of time; 
comparing the threshold value stored by said 
40 threshokJ store to said occupancy statistic val- 

ue; and 

enabling said occupancy statistic value to be 
stored in said threshold store if the comparator 
determines that the average buffered cell value 
45 is greater than the threshold value stored by 

said threshold store. 

35. A method as defined in claim 34 in which said buffer 
comprises a predetermined number of storage lo- 

so catbns, and said selected functwn corresponds to 
a difference function between (i) said predeter- 
mined number and (it) a difference function between 
(a) the predetermined number and the threshold 
value and (b) the last of the storage locations storing 

55 a cell including an end-of-packet indicator over said 
selected period of time. 

36. A method as defined in claim 34 in which said oc- 
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cupancy statistics generation step includes the 
steps of: 

generating an occupancy value as said select- 
ed function of the last of the storage locations 5 
storing a cell including an end-of-packet indica- 
tor over said selected period of lime; 
generating a variance value corresponding to 
the variance of the last of the storage locations 
in which a said cell is stored which has an end- 
of -packet indicator; and 
generating said occupancy statistic value as a 
sum of said occupancy value and said variance 
value. 

IS 

37. A method as defined in claim 34 in which said var- 
iance value is used in determining whether to ena- 
ble said composite statistics value to be stored in 
said threshold store. 

20 

38. A method as defined in claim 22 further including a 
partial packet discard step in which while a second 
selected threshold number of cells are being buff- 
ered, the buffer is disabled from receiving and buff- 
ering subsequently received cells, the early packet 
discard control arrangement being enabled if se- 
lected number of cells are discarded during the par- 
tial packet discard step. 

39. A method as defined in claim 38 in which said early 30 
packet discard control arrangement is enabled if, 
during the partial packet discard arrangement, a se- 
lected number of cells are discarded over a prede- 
termined partial packet discard time period. 

55 

40. A method as defined in claim 38 in which said early 
packet discard control arrangement is enabled if 
cells associated with a selected number of packets 
are discarded during the partial packet discard step. 

40 

41. A method as defined in claim 40 in which said early 
packet discard control arrangement is enabled if 
during the partial packet discard step cells associ- 
ated with a selected number of packets are discard- 
ed over said predetermined partial packet discard 
period. 
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100. ESTABLISH AN INITIAL BUFFER 
CONTENTS THRESHOLD VALUE 


. ^ 


f 



101. ESTABLISH AN INTERVAL COUNTER 
AND LOAD IT WITH THE SELECTED 
VALUE FOR -K" 



102. ESTABLISH AND INITIALIZE A 
PARTIAL PACKET DISCARD COUNTER 



FROM FIGS 
6C, 6D 



(i 



B 



FROM FIG. 6B 



) 



103, ENABLE THE BUFFER 32 TO 
OPERATE 



NO 



^ 

104. PERIODICALLY DETERMINE 
WHETHER THE PREDETERMINED TIME 
INTERVAL HAS ENDED 



FIG. 6 A 



YES 



\ TO FIG. 6B I 
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FROM FIG. 6A 



TO FK3. 6A 



105. DETERMINE VALUES FOR P(t) AND 
D(t) AS THE BUFFERED CELL TRAFFIC 
INFORMATION AND SAVE THEM ALONG 
WITH THE VALUE FOR THE PARTIAL 
PACKET DISCARD COUNTER 



10S. DECREMENT THE INTERVAL 
COUNTER 



107. DETERMINE WHETHER THE 
INTERVAL COUNTER HAS COUNTED OUT 



NO 



YES 



110. GENERATE AVERAGE VALUES 



P|y|{t) AND D^t) AND VARIANCE P 



111. DETERMINE WHETHER THE SUM OF 
THE SAVED VALUES FOR THE PARTIAL 
PACKET DISCARD COUNTER IS 
GREATER THAN A SELECTED FRACTION 
OF THE VALUE OF Pj^l) 



NO 



FIG. 6 B 



YES 



[ TO FIG. 6C J 



I TO FIG. 6C J 
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113. DETERMINE WHETHER THE VALUE 
OF THE VARIANCE 9^(1) IS LARGE 

ENOUGH TO INDICATE THAT THE 
AVERAGE VALUES Pj^t) AND D ^t) 

ARE RELIABLE 



NO 



YES 



114. GENERATE A VALUE FOR 
B-IX-{PM(t)+P(j(t))] 



JU- 



NO 



115. DETERMINE WHETHER VALUE 
GENERATED IN STEP 114 IS LARGER 
THAN THE CURRENT VALUE FOR THE 
BUFFER CONTENTS THRESHOLD VALUE 



YES 

-iti . 

116. UPDATE THE BUFFER CONTENTS 
THRESHOLD VALUE TO THE VALUE 
DETERMINED IN STEP 114 



FIG. 6C 



TO FIG. 



60 
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FROM FIG. GC 



TO FIG.'6A 



117. DETERMINE A V 
D^t) ^ 1/P^(t) 


f — , 
ALUE FOR 




✓ 


118. DETERMINE WHETHER VALUE 
GENERATED IN STEP 117 IS SMALLER 
THAN THE CURRENT VALUE FOR THE 
BUFFER CONTENTS THRESHOLD VALUE 


V 


YES 

/ — 


119. UPDATE THE BUFFER CONTENTS 
THRESHOLD VALUE TO THE VALUE 
DETERMINED IN STEP 117 



NO 



FIG. 6D 
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